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CyberProof Overview
Driving the Era of the Smarter SOC

Security teams are struggling to reduce the time to detect

and respond due to complexity and volume of alerts being Quick Facts

generated from multiple security technologies. Unlike - Cybersecurity services provider

legacy MSSPs, we leverage the automation, orchestration - Subsidiary of UST Global, a leader in IT solutions
and collaboration capabilities of our service delivery . HQin Tel Aviv, the global hub of security
platform combined with our nation-state level expertise innovation

and hybrid engagement model to continuously improve

i X - Global presence, operations in NA, UK, EMEA
your security operations. Some of the world's largest and APAC

enterprises trust us to create and maintain secure digital

. . . 250+ security professionals innovating in 1oT/OT
ecosystems using our comprehensive cyber security

platform and mitigation services security, Al & ML, Risk Algorithms and more
: ]
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Reducing alert fatigue and speeding up detection R

and response Our Services

«  24x7 Security Monitoring — round-the-clock
security alert monitoring, enrichment and

triage

Our proprietary service delivery platform, the CyberProof
Defense Center (CDC), uses Automation, Orchestration and

Collaboration features to: ) : S
- Managed Response - Incident investigation,

Provide a single view of security operations prioritization, issue isolation and threat

Speed up detection and response using our smart remediation as well as escalation

virtual analyst, SeeMo management aligned to industry standard

Facilitate real-time communication with our nation-state methodologies & guidelines

level analysts to help remediate incidents - Tailored Threat Intelligence- active

monitoring of multiple threat sources across

Visibility Across Network, Cloud, Endpoint, the clear, dark and deep web and gain
Application & ICS/OT Telemetry real-time visibility of targeted threats to

organizations specific assets, data and people
Our lightweight open API architecture enables us to

integrate our CDC platform with your existing security
investments without additional infrastructure. This allows
us to correlate and correlate limitless volumes of data
across your multiple environments to provide a single
pane of glass view of enriched alerts and incident handling

- Remote & On-Site Incident Response -
our digital forensics (DFIR) experts work in
close collaboration with your technical and
executive teams to prepare for, respond to
and recover from a cyber breach

« Multi-Layered Threat Hunting — we apply

activities. ) ' :

multiple threat hunting techniques; from
Continuously Improve Your Defenses With Our Use known malicious IOCs, incident & intelligence-
Case Factory driven, and tailored hunting kits to MITRE

blind spots and advanced behavior analysis
We map our extensive library of use cases and digital
playbooks to industry frameworks such as MITRE ATT&CK
and our own threat intelligence to continuously reduce
detection gaps and automate responses in line with your
threat profile.

+ Real-Time Collaboration with customer
for issue containment, remediation, risk
mitigation and personalized reporting.

- Vulnerability Intelligence: Continuous
Loaders scanning of vulnerabilities and prioritize

Strong

Independently [ them:; enabling organizations to focus on the
Recognized Leader 1 exposed and exploitable vulnerabilities that
in 2020 poses highest risk to the business

- Consulting & Advisory Services: We bring
a wealth of talent from national defense

Recognized as the

Leader by Forrester o organizations: individuals with deep

in the Midsize ISC security operations expertise, software and
Managed networking professionals, and information
Security Services security consultants with extensive business

Market poe experience.

Weaker strategy » Stronger strategy



Dashboards and Reporting to Measure Risk
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Why CyberProof?

ncidents for Last 28 days

CyberProof Defense Center —
Single view of security operations
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Tailored Use Cases are continuously built
and added to the Use Case Gallery
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SeeMo, Your Virtual Analyst
- SeeMo acts as a virtual
member of your team to
automate Tier 1+2 SOC
activities and significantly
reduce human effort

Hybrid Engagement Model
- A flexible and modular
engagement model that
facilitates a high touch
engagement culture, acting
as a true extension of our
customers cyber defence
function, driving strong
partnership and trust.

Transparency &
Collaboration - Our

platform facilitates real-time
collaboration and provides
transparency into all security
operations activities

Scalable, Cloud-based
Security — Allows you

to scale up and down
services as needed without
infrastructure investment

Bring Your Own
Technology or Leverage
our Partnerships — We can
integrate with your existing
technology investments or
augment your SOC with
the latest capabilities from
our ecosystem of innovative
vendor partnerships

About CyberProof

CyberProof is a security services company that intelligently manages your incident detection and response. Our
advanced cyber defense platform enables operational efficiency with complete transparency to dramatically reduce
the cost and time needed to respond to security threats and minimize business impact. CyberProof is part of the UST
Global family. Some of the world's largest enterprises trust us to create and maintain secure digital ecosystems using

our comprehensive cyber security platform and mitigation services.

For more information, visit: www.cyberproof.com
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